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MEMORANDUM FOR: Deputy to the DCI for Resource Management

FROM: John F. Blake
g Députy Director for Administration

SUBJECT: Satellite Reconnaissance Security
Policy Alternatives (C)

1. (C) We have reviewed the final issue paper on
Satellite Reconnaissance Security Policy Alternatives and
find the paper basically incorporates the conflicting views
of the differing parties on this matter. It would appear
that probably more weight was given in the editing process
to the State/ACDA position of opting for declassification
of "fact of'" without further study.

2. (C) We did note that under the heading IMPLEMEN-
TATION CONSIDERATIONS, the final paper confines those con-
cerns as solely related to release of imagery. The point
was made more than once to OSTP that we believed that these
considerations applied to both declassification of '"fact of"
and release of imagery, and that the original Work Group
paper had stated it in that fashion. It was our belief
that OSTP had agreed to incorporate that belief into the
paper during a final consultation last week.

3. (U) The paper contains some unfortunate redundancies
which we attribute to hurried editing but, since the paper
is now on the street, it is not worth dwelling on at this
time.
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4. (C) We believe that the points that need to be
addressed during the Space Policy Review Council (SPRC)
meeting include:

, a. Declassification of "fact of" solely

for SALT II without proof of capability, i.e.
release of imagery, is an empty shell which will
not convert any '"doubting Thomases."

b. The thought of merely informing the
Soviets of our declassification intentions as
opposed to entering into consultation with them
strikes us as i1l advised in view of past Soviet
concerns. The State Department representative
should be asked to shed light on this problem as
well as advising if there have been any recent
dicussions with the USSR in this area. The same
would apply vis-a-vis the allies and the lesser
developed countries.

C. Assuming all agree that at least some
imagery must be released to reflect the ability
of the United States to monitor arms verification,
an expression of concern should be made to reflect
Intelligence Community concern about enabling the
USSR to take action to take better protective and
concealment action against observation. ;

d. We continue to be concerned with the
possible loss of classified information with the
declassification of "fact of." -Although the paper
suggests a security plan to maintain intelligence
discipline, there will remain a body of formerly
cleared people who will react with a variety of
interpretations over the meaning of declassification
~of "fact of" and some will undoubtedly believe that .
such declassification includes declassification of
"facts about," and this may do serious harm to over-
head collection programs.

Approved For Release 2001/11/23 + CIA-REP81-00142R000600070014-7

TR T TS ey



" Approved For gglease 200MHFIBE¥BM-RDP81.001428900600070014-7

e. Most importantly, we understand there are
political reasons for desiring an immediate decision
to deméﬂssify, followed by development of an imple-
mentation plan. However, we are hard pressed to
understand why any adviser would suggest to the
President that he make a decision without adequate
prior staffing. We would hope that the DCI, or
his representative, would raise that point at the
SPRC and recommend that the suggested two month

study be undertaken prior to a decision to declassify
"fact of."

5. (U) We will continue to follow this issue with interest
as it makes its way toward decision.

Js/ John E. Blake
John F. Blake
cc: D/Security

Distribution:
Orig - Adse
(% - DD/A Cheono—
- D/Security
STATINTL
ORI
11 SEp 1978

Robert W. Gambino Date

Director of Security
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Under Secretary of the Air Force
4C1000 Pentagon
697-8531

Director, Natienal Security Agency
9A197 Ft. Meade
688-7111

Director, Defense Intelligence Agency o :
3E258 Pentagon e
695-7353 ’ ol

Director of Intelligence and Research

Department of State LTI
6531 New State .
632-0342

25X1A

Deputy Director for Administration
7018 CIA Hgtirs.

Deputy Director for Science and Technology |
6£60 CIA Hqgtrs.

25x1A [N

Director, National Foreign Assessment Center
JEBZ CIA Hqtrs.

Thanks,
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MEMORANDUM FOR: Wader Secretary of the Xir Force

Dicectar, Ratigeal Securisy Agency

S : Director of Intelligence and Research,‘

Department of State .

Director, National Foreign Assessment Center
Deputy Director for Administration _
Deputy Director for Science and Technology
Deputy to the DLI for Collection Tasking

STATINTL ' Yirecior, Delense !f_ste}lfgence Agency
epuLy for Resource Management
SUBJECT: Satellite Reconnaissance Sec'urit‘y Policy Alternatives (C)

1. {C) An issue paper on this subject is forwarded for your review
and comment {see Attachment 1)}. It will be the basis for discussion at a
special Space PRC meeting on 13 September.

2. (C) We have participated in the preparation of this paper and
fidve submitted s€aff Tevel camments gn two previouws Lrafis.  Auwever,
some of our significant comments have not been incorporated. The comments
we submitted were coordinated with your representative on the Intell7-
gence Community Civil Space Policy Working Group {see Attachment 2}.

STATINTL 3. {€) I would appreciate it 1f you would provide me with your
formal comments on this issue by (0B, Friday, B September 1978, Please
STATINTL Jorward these comments to
STATINTL

Attachments:
T. 3ateitite Reconndaissance Security
Policy Alternatives
2. Intelligemce Community Civil
Space Policy Working Group
Representatives :

cassipisn 88 LAY IYL

v EXERFT FROM CENSRAL DECLISMFITTUOR
SCHEDULE Q& F. 0. 31482, EXTMPTGN 471 CORY:

§ }3(}% {_}) - {5 it ls wre we wars)

AUTOMATICALLY DECLASSIHED ON

suhepled

SEGRET _ (ualess impossible, imeart dute or sveal)
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August 33, 3%7%

MEMORANDUM FOR: - -The Secretary of State
e Secretary oi Teferse
Director, Office of Management and Budget
Director, Arms Control and Disarmament Agency
Chairman, Joint Chiefs of Staff
Director of Central Intelligence
Adminiscracar, Wational Aercoautics and Space
- Adninistration
Nirector, 0ffice of Science and Technology Policy

SUBJECT: Space Policy Review Committee Meeting
The atrached document was extracted from the ongolng civilian space pelicy
review. Because of its natlonal security elements, declassification of the

“facr oF" phuororecoanalssance sacerlires wili be discwssed s ararely Surim
l .
a Space Foiicy Keview Committee meetring on Sepremper 13, 1%73.

Al

Christine Dodson
" Staff Secretary

R
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A. POLICY SETTING

yhen the United Stares statted its space reconnaissance program in the late
1950's and early 1960's, thére was considerable uncertainty as to forelgn
reaction. The FPowers U=-2 incident in 1960 emphasized the high potenciai for &
major confrontation and embarrassment, vet the need for strategic intelligence
was overpowering. The US strategy was to be as unobtrusive as possible,
keeping the existence of the program covert and avoiding the necessity for
foreipn acknowledgment. In concert, the civil space program and benign appli-
cations were emphasized in public and led, over the years, to implicit general
acceptance of remote earth sensing for a varilety of purposes.

It is common knodﬁedge that the US and the USSR use satellite reconnalissance
monitoring techniques. For example, a recent book by former DCI William
Colby--cleared by the CIA prior to publication--discusses the use of overhead
phorography for arms control verification purposes. Secretary of State William
Rogers stated in 1972 that surveilllance satellites were one of the means uvsed
to monitor SALT I. Back in the mid-1960's President Johnson in a speech in
Tennessee extenporaneocusly stated that the US used satellite photography ta
observe Soviet 1CBM deployment. He added that this activity alone justified
the expendituyes on ouxr space Program. Furthermore, President Carter stated
during o Harch 1977 radio call-ia program that “as you probsbly know, with
space satellite photography we . . . guarantee the security of our

CORNETF « v v o

PD/NSC-37 revised the security policy for space intelligence activicies by
downgrading the fact chat the &S conducts Sxredlire resommaissance fox {atelli-
gence purposes--without disclesing the penzrir Tppe-—to CONFLIDENTIAL (YCDSY .
PD/NSC-37 specifies that the special product controls (over imagery and other
space-derived data) is to be used sparingly by the DCI.

This section examines two possible revisions to the current policy:

3%, a 3imple declavative declagsification auly of the fact that satel-
ige pheturecannaissance is ane of the national technical means uvsed by
Ne US far verificetion oF compllance Wirk SWLT and other arms control
reements.

- Fi
1

*(Qn the recent ¥ampiles espionage case--involving alleged sale of sensitive
yerommaissance satelline doqumentarian ta the Soviets--thers is presentiy no
v owhet moot te sreseosed durisg the txial ag evidence. Presently, 1t
is planned to enter evidence on the sarellite document in question under pro-
tective seal. What must be divviged openiy Inm courr will e Geteraited LT
rime.  3r mey be yepnived net only ta adwit the "fact of ¥ photoreconnaissance

but aiso faccs about the capabilities of U5 systems ta order to prusILute
Kampiles.

Lot on
RS MO

»
o
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2 ‘Second, &.pessitT extension of this declassifi- “ion to selectively

T Rn Ve BonReIGase pR0 K23 A RDRA 0014389006000 00 Fy for
furchering economic, soctal, foreign policy, defense, and political
objecrives of the US.

Benefits and Risks. Claim is made in public forums that the S5SALT I1 agreement
now being negotiated is unsound, in part because of public perceptions that the
Soviets cannat he trusted to comply with its terms. Oppornents of a SALT agree-
ment chargs thar the Soviers hwawe chwearted ga SXLT I zod Thast the U3 ey xu
tnadequate abfiity to verify coopliance with SALT 17,  In answering these -
chazpes, peverament spokesmen are prohibited from "afficially™ stating that the
1S conducts satellite photography to monitor Scviet compliance wirh SALT. They
are~restricted to using the euphemism National Technical Means (NTM) when
describing thoge elements of our verification capability. Members of Congress
have been briefed on US monitoring technigues, however, and the fact that NTM
includes satellite photography is widely recognized and accepted by the press.
and much of the informed foreign affairs community. The, term NTM, hovever, may
be lost on less-aware segments of the lay public. Direct referral to satellite
photoreconnalissance can alleviate any feeling in the public mind that the
Administration is being evasive and is trying to cover up an inherently weak
case for SALT. This, however, may be inadequate and it may also be necessary
to discuss facts about these capabilities to help allay publie roncern that we
can adequately verify Soviet compliance with the terms of the agreement.

Declassifying the "ioct of” photo-satellite veconnalssamce might enable govern-
ment spokeswen to wake & wore effective case for a SALT II agreement. The
ab333Ty o yefey o ovedibhle intelligence capab{lic{es might help allay public
concern that we can adequately verify Soviet compliance with the terms of the
apreement.

There are, however, risks associzred with the Sariassification of the "fact
of.”™ They are:

—-  The rlazsification of the "fact of” satellite reconnaissance has served as
the first line of defense for the security of overhead intelligence
programs. After declassification, US agencies and officials could be
under nressute, horh legal (Freedom of Information Act {FOXAY[ and other-
wise, to prouide ever increasing fuformacion adout the ceconaatssaace
prograns, as well as imagery {tself. Acknowledgment of imagery could lead
to further probing and speculation ghaut even wmare seasitive sacellites.
Some agencies believe this pressure may be virtually irresistible and
irreversible. Other agencies believe that the line can be drawn in this
case as in others f{e.g., nuclear weapons deployments), especially since
the "fact of” is already widely known, even i1f unot officlally ackaowiedged.

-

2sx1a  szerc7 [N
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Soviet reaction to a public statemenr to the effect thar we use phoro-
reconnsissance satellires. Subseguent harmful consequences in various
arms contrel discuszions {e.g., ASAT, CTB) and other cuter~space issues
also could result. A&t a high level we would need to inform or consult
with the Soviets on the scope of and reasons for any change in US policy
prier teo any anpouncement that might ensue.

- There may be adverse reaction in the UN Outer Space Commitree to official
US acknowledgment of its photoreconnaissance activities, particularly on
the part of the developing countries. Some have already expressed concern
that civil remote sensing activities pose a threat to theiy military and
economic securicy. Such acknowledgment could result in increased pressures

“ for controls on remote sensing from satelliftes and possibly demands that
“ril{tary” satellites be banned. ©On the other hand, rhe fact {s already
widely known, and increased demand for access could llkewise resulr.
Acknowledgment in the context of SALT verification, however, wauld li?ely
be applauded by developing countries. k

. _ G
€. ISSUE FOR DECISION QN “FALT OoF" - 2 ki
- -3

Same believe that, with appropriate preparation, the "fact of" can be declassi-

fied now wirh real but acceptable risks ro intelligence securiry and to US

foreign and domestic policy. According to this view, we could proceed to
publicly acknowledge that photo-sarellire reconnaissance programs are among the
means used by the US to verify Soviet compliance with SALT and other arms
control agreements. They believe there is an obvious, commonsense value to the
forrhright admission of what is already widely known. Furthermore, rhey
believe that implementation plans should be developed prior to public announce-
ments on this matter. Such plans could be prepared within a few weeks and
would include: )

~~ A Presidential directive that {1} declassification of “fact of" is limited
to photorecconnaissonce for veri{ficati{on of SALT and cother arms control
agreements and that {2} 21l data derived from averhezd recoanaissaance
remain vlassified and vompartmented in accordance with existing guidelines.

- A security plan to maintain intelligence discipline,

- A plan of action for informing Congress, our allles, and the Soviets prior
to a public announcement, )

- Contingency nlanning to deal with reactions of ather countries and a
thorough set of Qs and A's.

Others helieve that the "fact of” can be declassified but that not enough is

presencly known abour the near- and long-term impacts on US satellice reconnals-

sance and suggest that & study of & few months is required to wake the best
?

-
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magery from space recconnaissance, is of Ifmited walue, Further, thev believe
that prior to a decision on implementation more study is needed over the next
few months. This study would evaluate the ramifications of declassifying the
"fact of" and develop a full and detailed execvrion plan that would include: 8
security plac to mainrain iorelligence discipline; a deraliled comnsuliation
strategy with the Congress, our allles, the Soviet Union, and members of the N
Cuter Space Committee; and contingency strategies by tesponsible agencies. They
also believe that the implementation considerations outlined in the discussion
on declassification of photographic imagery should be taken inte account in eny
decision on the "fact of* as well., Essentially, vnder this approach the
declsion on declassification of the “fact of” in the context of SALT verifica-
tion would be deferzed for the few months necessary to couwplete the wore
derailed review, . :

D. DECLASSIFICATION DF PROTORECONNAISSANCE TMAGERY

Any decision £o go beyond declassification of the "fact of” and to additionally
include a selective and phased public release of '‘photoreconnaissance imagery or
inforwmacion from space reconnalssance increases both risks and benefits. Any
steps taken in this area either measured or decisive would represent a signifi-
cant Administration initiative in space that would have worldwide impact.
nlike other major space iniviatives--Apollo or solay power satellites--
declassificaticn would not have a budger impact. It {s believed that the risks
and the potential long-rerm benefits of such z policy revision warrant 2 tare-
ful assessment of this possibility before acceptance or rejection. But, of
course, such an ascecsment would be pursued only if the “fact of" were
declassified,

Potential Benefits asnd Risks. The broader use of preseatly~classifiad data
could well be an efficient means of meeting certain domestic needs for an
authoritative data base supplementing (or in some cases replacing) imagery
sources currently available to the private and public secror. TFor example,
scereascapic imagery af cartagraphic quallty has zlready been collected over
marh of the worid. Its exploitation has been largely limited to government
intelligence and mapping functions. Its value to mineral and petroleum
exploration--either in raw image form ox as analyzed thematic geological wmap
products--is ixely ro be Wigh, representing o guantuvm increase in the explera-
tion data base.

"l

Oiher porential economic applications of soch dats include: land uwse, disaster
assessment and relief, environmental wmonitoring, forestyy inventories, and cvop
praductivity. Some of these applications require the repetirive coverage heing
offered by civi) systemes and not envisaged for inrellipence systems whirch wmight
he availakble to the civil community. Some civi) uses would benefit from the
availability of a high~-quality imagery data base in many instances even if it
were quite old. If a decision were made to 4o so, much stored imagery could be
wade available today from fower PerypImMance Yeconnaissance sSysiems no ionger Iin
operation as well as curréntly collected imagery.

SECRET

Approved For Release 2001/11/23 : CIA-RDP81-00142R000600070014-7

i
iCa
-]
i
-




25X6

25X1A

nite deciapprdudcFor Belease 2001£p123 I MRDFEH001420086606700 {70c = i

SALT 11, flewibility could de provided ip the ¥S in inrernational afiairs oy
less-counstrained use of remote sensing data. Yerifsfabiliry and werification
could be mors credibly demonstrated with the release of imagery or information
derived theresrom. FPeacekeeping possibilities might include privare or puhlic
release of visual evidence or Information and analysis of mpeadiay crizis,
nostile acticns, or threatening sitvations {weapons shipments, border viela-
tions, nucleay capabilities); economic developument information could be pro-
vided without subrerfuge as to data sources. :

The risks assuciated with limited declassilicatien of sarellite imsgery c¢an be
carepprized as fpllows:

- Imagery from intellipence systems orovides informectlon or militrarily
sigaificant targets such-as alvfields, missile deploywents, etc. With
frequent monitoring, miiitary deployment and levels of milirary production
can be determined. As these capabilities ave appreciated--more directly
relevant to the national interests of the non-major powers--we could
expect tasistanee and pressure for restrictions by other countries.

- Disclosure of selected imapery provides some information on the design and
capabilities of the imaging system. For film return systems, chis may be
more acceptable, although the implications could cause adversary narions
to increase concealment measures.

- The serurity risk in vnclassified use of the produvcts of the latesc
operational systems would be high. A policy of unclassifled release of
rhe most current imagery could not be readily reversed. Thus, the exsent
to which the decision to declassify satellite imapery would impact on a
later option to provide special security protection for new systems pust
be carefully weighed.

-5
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jh%} ould be sought under the
;[@ élf‘ Bb §§ﬁ&33@99 080070441 s 20sures
wEE **3zgp;*ze amd wwxrionz: securirty. EBven if tapec-
¢cable guidelines were established ané maintaived as to what is classified and
why, the courts would not be bound to adhere to them in deciding FOlA cases.

Sueh guidelines could be established by Presidential Directive,

International Reactfions. With the release of imagery, countries previausly

quiescent about overhead reconnaissance might decide to take a stronger
positica g the dasic quegtfong concerning sovereignty angd exploitation by mere
powerful states. Many developing countries (LDC's) increasingly recognize that
they can benefit from remote sensing. However, the LDC's generally have in the
past argued for a restrictive legal regime governing these activities. The
effect of a US release of imagery could be to stiffen their resolve toward a
restrictive regime. One might expect that the obvious international benefits
nf stcategic arms contral wowld soften such arguments. Many, indeed, recognioe
that satellites are essential for arms control. The record of the LDC's 4in the
Imited Nations may not be an accurate measure of real LDC responses. In fact,
some LDC's may in the long run see it in their interest to gain access to
better guality imagery. '

A\

US Public Reactions. The aunouncement of the "fact of” would serve to affirm

the commirment of the Administration to greater openness in government and the
promotion of space operations for keeping the peace, Without public examples
of data quality, hawever, there will he many questione as to the degrea nof
public confidence in verifiability.

¥, RECCMWMMENTED ACTIOW O GRCLASSITICATION OF TMAGERY

Preliminary review suggests the need to study a new national policy in the use
of remoteiv-sensed imaged data for a spectrum of US interests, both domestic
and foreign. This cannor be decided now without a thorough review, The focus
will be on the use af vremotely-sensed data and the information that can be
derived therefrom, not on the management of the collectfon systems which
acquire such data. Further study 1is necessary that would include full and
detailed execution and contingency plans developed well In advance of policy
revision ro releace photurecounaissance imagery. Analyzing the concept of a
space inrelligence policy which looks bevond the "fact of" will fall inta faur
phasexs:
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by selecred indivituals {rom the Departments o efense and Starze, the
Intelligence Community, the Executive Office of the President, and others
as appropriate under the direction of the Space Policy Review Committee.
This will be accomplished io 3 months.

I. Frectdential Teview ang decision on desteadtlicy of chgage aad apgragrigte
SCOPE.

3. Deradiled dewvelopment and setting in place of the implementation elements--
consulfation srrategies, security planmning, comtingency plans--by the
responsiblie agencies over a period of at least 3 nonths.

.

Execvrion after £inal Presidential review and approval.
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Under Secretary of the Air Force
4C1000 Pentagon
697-8531

Director, National Security Agency T
9A197 Ft. Meade - —-
688-7111 : o S

Director, Defense Intelligence Agency e
3E258 Pentagon e
695-7353 ' s S

Director of Intelligence and Researth
Department of State LTIl T
6531 New State ‘
632-0342
STATINTt—geputy Director for Administration
7D18 CIA Hgtrs. LT

STATINTLpeputy Director for Science and Technology
6E60 CIA Hqtrs.

STATINTLDiractor, National Foreign Assessment Center
7E62 CIA Hqtrs.
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